NHpopManiMOHHAA NAMATKA AJ5 00y4YaK0IIUXCS

C KaXapIlM TOJOM MOJOJEKH B MHTEPHETE CTAHOBUTHCA OOJBINE, a IIKOJbHUKH
OJIHM M3 CaMbIX aKTUBHBIX MOJb30BaTenel PyHera. Mexay TeM, MOMHMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MpOoOsieMbl. JTa MaMsATKa A0JHKHA MTOMOYb
TeOe 0€30macHO HaXOAUTHCA B CETH.

KoMnbrorepubie BUPYChI

KoMmnboTepHblii BHPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrpamw,
OTJIMYUTEIHHOW OCOOCHHOCTBIO KOTOPOW SIBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHl MOT'YT OBPEIUTH WJIM MOJIHOCThIO YHUUYTOXUTH BCE (haiiiibl
U JIaHHbIe, MOJKOHTPOJbHBIE IMOJIb30BATENI0, OT HMMEHHM KOTOpOro OblLla 3aIlyllieHa
3apak€HHas IporpamMma, a TaKKe IMOBPEIUTh WIM JAKE€ YHUUYTOKUTH ONEPALMOHHYIO
cUCTeMY cO BceMu (aitmamMmu B 11eioM. B OOJIBIIMHCTBE CIIy4aeB paclpOCTPaHSIOTCS
BUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX IPOTrPaAMM:

1. Hcnonb3yil COBpEMEHHBIE ONEPAallMOHHBIE CUCTEMbI, UMEIOIINE CEPHEZHBIN YPOBEHb
3aIUTHI OT BPEJOHOCHBIX MPOTrpaMM;

2. TloctosiHHO ycTaHaBnMBaii madTu (IIM¢POBLIE 3aIUIATKH, KOTOPHIE aBTOMATHUECKU
YCTaHABJIMBAIOTCS C LIEJIbIO TOPaOTKH MPOrpaMMbl) U Ipyrue OOHOBIIEHUS CBOEH
onepanuoHHOM cuctembl. CKaunBail UX TOIBKO C OPHUIIMATBHOTO CaiiTa
pa3paboTturka OC. Eciu cyiiecTByeT pexxuM aBTOMaTHUYE€CKOT0 OOHOBJICHHUS,
BKJIFOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE TOJ1 MPABAMH T10JIH30BATENS, a HE
aJIMMHHCTpaTOpa. DTO HE MMO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM
MHCTaJUIMPOBATHCSA HA TBOEM IIEPCOHAILHOM KOMIIBIOTEPE;

4. Wcnonb3ylh aHTUBUPYCHBIE TPOIPaMMHBIE ITPOTYKThI U3BECTHBIX MTPOU3BOIUTEIIEH,

C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

Orpannyb pU3NUECKH JOCTYN K KOMIBIOTEPY ISl TOCTOPOHHMX JIHII;
Hcnonp3yit BHEIIHUE HOCUTENTN HH(DOpMAIINH, TaKKe Kak (Ierika, TUcK uin Qaiin
U3 UHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB,;

7. He oTKpbIBail KOMIBIOTEPHBIE (DANIIBI, TOTYyYEHHBIEC U3 HEHAAEKHBIX UCTOYHUKOB.

Jlaxxe Te Qailsibl, KOTOphIE MPHUCIIal TBOM 3HAKOMBIH. Jlydilie yTouHu y Hero,

OTIPABJIISLII JIU OH TeOE UX.
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Cern WI-FI

Wi-Fi - 370 He BU niepeauu TaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH I, MapKa.
Eme B 1991 rony Hunepnanackas koMmnanus 3apeructpupoana openst « WECA», uto
o6o3Havano cioBocoueranue « Wireless Fidelity», KoTopblii TepeBOIUTCS KaK
«OecrpoBOIHASI TOYHOCTH.

Jlo Haiero BpeMeHu Joliia apyras ab0peBuaTypa, KoTopas SBIISIE€TCS TaKOU ke
TexHojoruei. 9ro abopesuarypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM Ha
CTaHAapT BhICIINI 3ByKoBOM TexHuKkU Hi-Fi, 4To B mepeBojie 03HaYaeT «BBICOKAs
TOYHOCTbY.

Ja, 6GecryiaTHBIA HHTEPHET-IO0CTYI B Kae, OTENSAX U adponopTax ABISETCS OTIMYHOM
BO3MOKHOCTBIO BBIX0OJ1a B UHT€pHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, YTO
obmenoctynusie WiFi cetn He SBISIIOTCS O€30MaCHBIMHU.



CoBeTbl 110 0€30MacHOCTH PadoTe B 001eA0CTYNHBIX ceTsax Wi-fi

He nepenasaii cBoro nuunyto nHpopmanuio yepes odmenocrynasie Wi-Fi cetu.
PaboTas B HUX, *KeJIaTeIbHO HE BBOJUTH NAPOJIU JA0CTYTA, IOTUHBI U KaKHE-TO
HOMEpa;

Hcnons3yit 1 0OHOBIISIIE aHTUBUPYCHBIE IPOTPaMMbl U OpanaMayep. TeM caMbIM Thl
oOe3ormacuiiib ce0si OT 3aKaYKh BUPyca Ha TBOE YCTPOMCTBO;

[Tpu ucnonszoBanuu Wi-Fi otkmtoun pyskimo «O0muit 1octyn k ¢gaiiam u
npuHTepam». JlaHHas GyHKIMA 3aKphITA [0 YMOJTYAHHIO, OJJHAKO HEKOTOPbIE
MOJIb30BATEH AKTUBUPYIOT €€ J1Jisl y100CTBA UCIIOJIb30BaHUs B paboTe WiH yueoe;
He ucnons3yit nyonuunsiit WI-FI m1s nepenauun TWYHBIX TaHHBIX, HATIPUMED IS
BBIXO/Ia B COIIMAJIbHBIE CETH WM B JIEKTPOHHYIO MOUTY;

Nnone3yii Tonpko 3anuiieHnoe coeaunenue uyepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOIU UMEHHO «https://»;

B moGunbHOM Tenedone oTkmoun Gyukiuio «lloakmouenne Kk Wi-Fi
aBTomMathueckn». He gomyckail aBTOMaTUYECKOr0 MOAKIFOYEHUS YCTPOUCTBA K
cetsiMm Wi-Fi 6e3 TBoero coriacusi.

ConmnajgbHbie CeTH

CoumanbHbIe CETH aKTUBHO BXOJST B HAIy KM3Hb, MHOTHE JIFOIM pa0OTaIOT U JKUBYT Tam
MOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan MUJUIUAP]T YETOBEK, YTO SIBJISECTCS OJTHOM
CEJIbMOM BCEX >KHUTEJeH mjIaHeThl. MHOIME M0JIb30BaTe/IM HE IIOHUMAKOT, 4TO
nH(popmarius, pa3MeIIeHHas UIMHU B COITUATIBHBIX CETSIX, MOXKET ObITh Hal/IeHA U
HCIIOJIb30BaHa KEM YIrOJHO, B TOM YHCJIE HE 00s3aTEIbHO C OJIariMH HaMEPEHUSMHU.

1.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COLUAJIBHBIX CeTHX:
Orpanuub CIIUCOK JApy3ei. Y TeOs B APY3bsiX HE JOJDKHO OBITh CIIyYailHBIX U
HE3HAKOMBIX JIIOJICH
3amuinai cBOIO 4YacTHYIO ku3Hb. He ykasbiBaii mapoinu, TenedoHsl, aapeca, 1aty
TBOETO POXKIEHUS U APYTYIO TUUHYIO HHGOPMAIIHIO. 3TTOYMBIITUICHHUKH MOTYT
MCIIOJIb30BaTh Jake MHPOPMAIIUIO O TOM, KaK Thl ¥ TBOU POJIUTEIH TUIAHUPYETE
MPOBECTU KAHUKYJIbI,
3anumiail CBOIO peIyTaltIo - IEPKU €€ B UMCTOTE U 3ajjaBail cebe BOMpoc: XOTeN
OBI ThI, YTOOBI IPYTHE MOIB30BATEIN BUAEIH, YTO ThI 3arpyxaeib? [logymait,
MPEXJE YEM YTO-TO OMYOJUKOBATh, HAMMUCATh U 3arpy3UTh;
Ecnu TbI rOBOpHIIIB C JIFOJbMU, KOTOPBIX HE 3HACIIIb, HE UCMOJIb3YH CBOE PEATbHOE
UMsI ¥ IPYTYIO JIMYHYIO MH()OPMALIMK: UM, MECTO JKUTEJIbCTBA, MECTO yueObl U
npouee;
N36eraii pazmemenus pororpaduii B IHTepHeTe, T11e Thl H300paxeH Ha
MECTHOCTH, 10 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOJI0KEHUE;
[Ipu peructpaiu B COIMAILHON CETH HEOOXOIUMO UCIOJIb30BATh CIOKHBIE
apoJIu, COCTOSIIME U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHeEe &;
JIJist counanbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOIMMO UCIOJIb30BATh pa3HbIE
napoiu. Toraa ecnu Te0s1 B3IOMAIOT, TO 3JI0YMBIIUICHHUKHU MOJIYYaT TOCTYT TOIBKO
K OJTHOMY MECTY, a HE BO BCE Cpa3y.



DJIEKTPOHHBbIE JeHbIH

DJIEKTPOHHBbIE JeHBI'M — 3TO OYCHb YJO0OHBIN CIIOCO0 TUIATeKEH, OJTHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh ITH JICHBTH.
DJIEKTPOHHBIC JCHBTY MOSIBIJIMCH COBCEM HEJaBHO U UMEHHO M3-3a TOTO BO MHOTHX
rocyapcTBax J0 CHX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.
B Poccun sxe onr QyHKIIMOHUPYIOT M O HUX YK€ TIPOMUCAHO B 3aKOHE, TJIE X Pa3ACIsIIioT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIC U HE aHOHUMHBIC. Pa3HHIIA B TOM, YTO aHOHUMHBIC -
3TO T, B KOTOPBIX pa3peniaeTcs MPOBOIUTE OTepauu 0e3 HaeHTH(OUKAITIN
MOJIB30BATENS, B HCAHOHUMHBIX HJICHTH(DUKAIINN TTOJTH30BATENS SBJISETCS 00S13aTEIHHOM.
Taxoke cienyeT pa3nuyuath AMEKTPOHHbBIE (UATHBIE IEHBIU (PaBHBI TOCYAApPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIE HEe(UATHBIE IEHBIY (HE paBHBI TOCYJAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBeTHI IO 0€30NMaCHO padoTe C 3JTeKTPOHHBIMH JIECHbIAMM:

1. TlpuBsxu K cueTy MOOMIBHBIN TeneoH. ITO camblil yTOOHBIN U OBICTPHIN CIOCOO
BOCCTAHOBMTH JOCTYI K cueTy. [IpuBsizaHHbIN Tese(hOH TOMOXKET, €Ciu 3a0y1elb CBOM
IUIATEKHBIN 1apOoJIb WM 3alCIIb HAa CAalT C HE3HAKOMOI'0 YCTPONCTBA;

2. HUcnonw3yit omHOopaszoBbie nmapoiu. [locne nepexona Ha yCHIEHHYIO aBTOPHU3AIHIO TeOe
y’Ke He OyZIeT yrpokKaTh OMAaCHOCTh KPaku WIIM NIEPeXBaTa IIaTeKHOT0 Hapois;

3. BriOepu cnoxHbIi naposnb. [IpecTynHukam OyJeT He MPOCTO YyraaaTh CIOKHBIN Mapoib.
HanexxHble maponu — 3To MapoJid, KOTOpPbIE COAEpKAT HE MEHEE 8 3HAKOB U BKIIIOUYAIOT B
ce0sl CTPOYHBIE U MPOMHUCHBIE OYKBBI, IU(PPHI K HECKOJIBKO CHMBOJIOB, TAKUE KaK 3HAK
noJnapa, pyHTa, BOCKIUIATEIbHBIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOJM CBOM JINYHBIE JaHHBIE HA CaliTaX, KOTOPbIM HE JIOBEPSICIIIb.

JIEKTPOHHAsI M0YTA

DJIEKTPOHHASA MOYTA — 3TO TEXHOJOTHUS U MPEIOCTABIISIEMBIE €10 YCIYTH T10
MEPECHUIKE U MOTYUYECHUIO AJIEKTPOHHBIX COOOUIEHU C UCTIOJIb30BAHUEM KOMITbIOTEPHOM
cetu (nHTepHETa). OOBIYHO AJIEKTPOHHBIN MTOYTOBBIN STIUK BBITIISINAT CIICTYIONAM
oOpa3zoM: UMsI_TIOJIh30BaTEIA(@uUMsI_ToMeHa. Takxke KpoMe repeayn MpoCcToro TeKCTa,
UMEETCSl BO3MOXKHOCTh Mepe1aBaTh (Pailiibl.

OcHoBHBIE COBETHI 0 0€30MaCHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh MpaBWIIBHBIN MOYTOBBIN CEpBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
OecCIUTIaTHBIX TOYTOBBIX CEPBHUCOB, OJTHAKO JYUIIE TIOBEPSITH TEM, KOTO 3HACIIb U KTO
IIEPBBIN B PEUTHUHTE;

2. He yka3bIBaii B TUYHOMN nouTe JIMUHYI0 HHPopmManuto. Hanpumep, myudiie BeIOpaTh
«MY3BIKaJIbHbIN daHaT@» unu «pok2013» BMecTo «TteMal3y;

3. Hcnonp3yil IBYX3TAIMHYIO aBTOPHU3AIMI0. DTO KOTJ[a TOMHMO MapoJisi Hy)KHO BBOJUTH KO/,
npuchlIaeMblid o SMS;

4. Bp10epu clIOXKHBIN mapodib. JIJisi KaXA0ro MOYTOBOTO SIIUKA JOJKEH OBITh CBOM
HAJIe)KHbIN, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXXHOCTh HAIIUCATh CAMOMY CBOM JIMYHBINM BOIPOC, UCIOJIb3Yil ATy
BO3MOXHOCTb;

6. HMcnonb3yil HECKOIBKO MOYTOBBIX SUIMKOB. [IepBblii 111 YaCTHON MEPENUCKH C
aZpecatamMu, KOTOPBIM Thl IOBEPsCIb. DTO 3JIEKTPOHHBIN a/ipec HEe HaJ0 UCI0JIb30BaTh
MIPH perucTpanuu Ha popymax u caiTax;

7. He oTkpsiBaii Gaiiiabl U Ipyrue BIOKEHUS B MIChMaX JaKe €CJIM OHU MPUIILUIA OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIIPABIISUIA JTX OHU TeOe 3Th (pailiibl;

8. Tlocne okoHvyanwusi pabOTHI HA ITOYTOBOM CEPBUCE Mepe]] 3aKPHITHEM BKJIAJIKH C CAUTOM HE
3a0y1p HaXaTh HA «BBIATHY.



KubepOy/uIMHT WM BUPTYaJbHOE U3/1€BATeIbCTBO
KubepOysimHr — npecieoBaHue COOOIEHUSIMH, COAEPKAIUMU OCKOPOJICHUS,

arpeCCumio, 3a1yruBadHuc; XyJIMraiCTBO, COIMAaJIbLHOC 60ﬁKOTHpOBaHHC C ITIOMOIIBIO
Ppa3INYHBIX HHTCPHCT-CCPBHUCOB.
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OcHoBHBIE COBETHI 0 00pbOe ¢ KHOEPOYIJIMHIOM:
He 6pocaiics B 60ii. JIydmuii crmoco6: mocoBeTOBaThCS Kak ce0si BECTH U, €CJIA HET TOTO, K
KOMY MOYXHO 00paTUThCs, TO BHaYajle YCIOKOUThCS. ECiau Thl HAaUHEIb OTBEYaTh
OCKOPOJICHUSAMHU Ha OCKOPOJICHUS, TO TOJIBKO elie OOoJIbIIe Pa3oiOKenb KOH(DIUKT;
VYrpaBnsiii cBoei KuOeppenyTaluei;
AHOHUMHOCTD B ceTd MHUMas1. CyIIecTBYIOT CIIOCOObI BBIICHUTD, KTO CTOUT 32
AHOHHUMHBIM aKKayHTOM;
He crout Bectu xynuranckuii 00pa3 BUPTyalbHON KU3HU. HTEpHET PUKCHPYET BCEe TBOU
JEUCTBUSI M COXpaHSET UX. Y aluTh UX OyJeT KpailHe 3aTPyIHUTEIbHO;
CoObmromaii cBOM BUPTYaIbHYIO YECTh CMOJIOY;
Urnopupyii equHIaHbIN HeraTuB. OHOPA30BbIE OCKOPOUTENBHBIE COOOIIECHUS JTyIIe
UrHopupoBatb. OOBIYHO arpeccus MpeKpalaeTcs Ha HayalbHOM CTaIuu;
ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMH COOOLIEHUSIMHU, B COLIMATTBHBIX
CeTSX €CTh BO3MOKHOCTh OJIOKHUPOBKH OTIPABKU COOOIIEHUH ¢ ONpeAeTICHHBIX apEecoB;
Ecnu 161 cBUeTens kubepOyuinHara. TBOM AEHCTBHS: BHICTYITUTh POTHB
IIPECIIEe0BATENIS, I0KA3aTh EMY, YTO €ro JICUCTBUS OLICHUBAOTCS HETaTUBHO, MTOAIEPKAThH
KEPTBY, KOTOPOH HY>KHA IICUXO0JIOTMYECKasi HOMOILb, COOOLIUTH B3POCIIBIM O (aKTe
arpecCUBHOTIO IIOBEJEHHUS B CETH.

MoouiabHbIi Tes1edoH (cMapTdoH)

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COJIepKaT B ce0e BIOJHE B3POCIIbIN

(GyHKLIHMOHAJ, U TETIeph OHU MOTYT KOHKYpHUPOBAaTh CO CTAllMOHAPHBIMUA KOMITBIOTEPAMHU.
OpnHako, CpeJCTB 3alUThI AJIs TOJ00HBIX YCTPOMCTB MOKa O4eHb MaJlo. TecTupoBaHue u
MOUCK YSI3BUMOCTEHN B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak s 1K, To xe camoe
KacaeTcsl 1 MOOMJIbHBIX TIPHIIOKEHUH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl y)Ke MPaKTUUECKH JOTHAIN HACTOJIbHBIC

aHaJIOTH, OJTHAKO paciupeHne (yHKIIMOHaa BIeYeT 3a COOO0M OOJBIINYIO CI0KHOCTh U
MEHBIITYIO 3aIUIIIEHHOCTD.

I[aJ'ICKO HC BCC IIPOU3BOJUTCIIN BBIITYCKAIOT O6HOBHCHI/I$I, 3daKPbIBAOIIUC

KPUTHUYICCKUC YA3BUMOCTHU IOJIs1 CBOUX YCTpOﬁCTB.
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OcHOBHBIE COBETHI JI1 0€30MaCHOCTH MOOMJIBLHOIO TesiedoHa:
Huyero He siBisieTcst mo-HacTosieMy OecriaTHbIM. byib OcTOpoXkeH, Bellb Korna Tede
npeangaraioT OecrIaTHbIA KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKHE-TO IJIATHBIEC YCIIYTH;
Hymaii, mpexxae yem otnpaButs SMS, poto mnm Buaeo. Tel TOUHO 3HAEIb, TE OHU OyIyT
B KOHEYHOM UTOTre?
Heo06xo11Mo 0OHOBIIATH ONEPAlMOHHYIO0 CUCTEMY TBOETO cMapTQoHa;
Wcnonb3yii aHTUBUPYCHBIE TPOTPAMMBI /1711 MOOMITBHBIX TEIEPOHOB;
He 3arpyxail npuiaokeHus OT HEU3BECTHOIO UCTOYHMKA, BEAb OHU MOTYT COJEPKATh
BpPEJAOHOCHOE MPOrpaMMHOE 00ecIieueHUE;
[Tocne Toro kak Thl BEIAIEIIB C CaliTa, TJI€ BBOAWII JUYHYIO HH(OPMAIIUIO, 3alI1 B
HACTpolku Opaysepa u yaanu cookies;
Ileproauuecku npoBepsiii KakUe IJIaTHBIE YCIIYI'M aKTUBUPOBAHBI HA TBOEM HOMEDE;
JlaBaii cBOif HOMEp MOOMIIBHOTO Tele(OHA TOJIBKO JHOJIM, KOTOPBIX Thl 3HACIIb U KOMY
JI0BEpsICLIb;
Bluetooth nomken ObITH BBIKIIFOUEH, KOTIa ThI UM HE TIOJIb3yenibesi. He 3a0bIBaii nHOT 1A
MIPOBEPSATH ATO.



Online urpsi

CoBpeMEHHbIE OHJIANH-UTPBI - 3TO KPACOYHBIE, 3aXBaTHIBAIOILME Pa3BICUEHUS,
O0OBEIMHAIOIINE COTHHU ThICAY YEJIOBEK MO BceMy MUpy. rpoku UCCIenyrOT JaHHBIA UM
MUp, OOLIAOTCS IPYT C IPYIOM, BBINOJIHSIIOT 33aHUsI, CPAKAIOTCA C MOHCTPaMU U
II0JIy4YaroT OMBIT. 3@ YJOBOJIBCTBUE OHU IUIATAT: MOKYIAIOT JUCK, OIJIaYUBAIOT a0OHEMEHT
WIH NIPUOOPETAIOT KAKUE-TO OILUU.

Bce atu cpenctBa uayT Ha MOJAEp>)KaHUE U PA3BUTHE UTPBI, @ TAKKE HA camy
0€30MacHOCTh: COBEPUICHCTBYIOTCS CUCTEMbI aBTOPU3AIIMH, BBIMTYCKAIOTCS HOBBIE MaTuu
(urdpoBble 3aMIaTKY 7151 IPOrPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nopo6HbBIX Urpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)kll TBOETO MapoJis, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3ALIMH OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 0€30IACHOCTH TBOEI'0 HIPOBOI0 AKKAYHTA:

1. Ecnu npyroiit urpok BeaeT ceOs II0X0 WK CO3AaeT TeOe HEMPUITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;
[Toxxanyiics afMUHUCTPATOPaM UIPhI Ha IIOXOE MTOBEAEHUE 3TOI0 UTPOKa,
KEJATeJIbHO MPUJIOKHUTh KAaKHE-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;
He yxa3biBail tnunyo nH(popMaIuio B npodaiiie Uurpsl;
YBaxkail Apyrux y4aCTHUKOB I10 UTDPE;
He ycranaBnuBail HeopuuuaabHble MaTYU U MOJIBI;
Hcnonp3yii CII0KHBIE U pa3HbIE TAPOJIH;
Jlaxxe BO BpeMsi UTPbI HE CTOMT OTKJII0YaTh aHTUBUPYC. [10Kka ThI urpaems, TBOM
KOMITIBIOTEP MOTYT 3apa3uTh.
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OUINUHT WIH KpaiKa JIMYHbIX JAHHbIX

OOBIYHOM Kpakel JeHeT U IOKYMEHTOB CErOJHs y’Ke HUKOTO HE yJIMBHUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTHUN 3JI0yMBILIUICHHUKN IEPEMECTHIINCH B UHTEPHET, U
MPOJOJKAIOT 3aHUMAThCSI «JIFOOUMBIMY JIEJIOM.

Tak mosiBUJIaCh HOBAsl yrpo3a: NHTEPHET-MOILIEHHUYECTBA WU (PMILMHT, TJIaBHAS
11eJIb KOTOPOTO COCTOUT B MOJIyY€HUN KOHPUACHIIMAIBHBIX TaHHBIX M0JIb30BaTEIeH —
JoruHoB U napoiei. Ha anrnuiickoM si3bike phishing yntaercs kak ¢pumuHr (ot fishing —
pbIOHAs JOBIIs, password — maposib).

OcHOBHBIE COBETHI 10 00PBHOE C PUIIMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu Thl 0J103peBaelllb, 4TO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKMPOBATH €€ U COOOIIUTH aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. HWcnonp3yit Oe30macHble BEO-CaiiThl, B TOM UKCJIE, UHTEPHET-MarasuHoB U
ITIOMCKOBBIX CHCTEM;

3. Hcnonb3yi ciioxHbIE U pa3Hble Mapoiu. Takum 00pa3oM, eciiu Te0s B3JIOMAKOT, TO
3JI0YMBIIUIEHHUKY MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a
HE KO BCEM;

4. Ecnu Te0s B310MaIU, TO HEOOXOAUMO NPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX,

KOTOpBIE 0OABJIEHBI Y TEOS B IPY3bsIX, O TOM, YTO TEOSI B3JIOMAIH U, BO3MOKHO, OT

TBOETO UMEHH OyJIET pacChUIaThCS CIaM U CChUTKU Ha (PUIIIMHTOBBIE CANTHI;

YcranoBu HaaexHbI mapons (PIN) Ha MOOMIIBHBIN TenedoH;

OTkiIr04M coXpaHeHHe apoJs B Opaysepe;

7. He oTkpbIBail ¢aiisibl 1 qpyrue BIOKEHUS B TUChMaX Jake €CIM OHH MPHUIILTH OT
TBOUX Jpy3ei. Jlydilie yTouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (Paiiibl.

o o,



IHu¢posas penyranus

HudpoBas pemyranus - 5T0 HETaTUBHAS WM TO3UTUBHAS WHPOPMAIIAS B CETH O
tebe. Komnpomerupyromas nHbopmaius pa3MeileHHas B UHTEPHETE MOXKET CEPbE3HbIM
o0pa3oM OTpa3uTbcsi Ha TBoeW peasnbHOM >xu3HU. «l{udpoBas pemyramus» - 3T0 TBOU
UMUK, KOTOPBINA hopmupyercs U3 HHGopMaluu 0 Tebe B UHTEpHETE.

TBOE MECTO >KUTEIbCTBA, Yy4ueObl, TBOE (MHAHCOBOE IMOJOKEHHE, OCOOEHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHorue TmOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K MNyOJMKauud JIMYHON
nHpopmaruu B MHTepHeTe, HE NOHMMAas BO3MOXHBIX TOCIEACTBUU. Thl gaxe He
CMOJXKEIIb JIOTaJaThCcsi O TOM, 4To (Qortorpadus, pasMernieHHas 5 JeT Hazad, cTaia
MPUYMHON OTKa3a MPUHATH T€Os Ha padoTy.

Kommenrtapuu, pasmemnienue TBoux ¢dotorpaduid U npyrue OEHUCTBHUS MOTYT HeE
HCUYE3HYTh JA)XeE IO0CJIE€ TOTO, KaK Thl UX YJaJuWIlb. Thl HE 3HACHIb, KTO COXPAaHWJ 3Ty
uH(pOopMaIMio, Tonaa Jii OHa B MOMCKOBBIE CUCTEMBI M COXPAHWJIACH JIU OHA, a TJIaBHOE:
YTO MOAYMAalOT O TeOe OKpyKaroIlee JIOAM, KOTOphle HaWIyT W YBUASAT 3To. Haittu
MH(}OpPMAIMI0O MHOTO JIET CILYCTSI CMOKET JIF000H - Kak U3 J0OpbIX MOOYXACHUH, TaK U C
HaMEpPEHUEM MTPUUUHUTD BpeJl. DTO MOXKET OBITh KTO YTOJHO.

OcHoOBHBIE COBETHI N0 3aIUTe HU(PPOBOI penyTALNH:

1. Tlomymaii, mpexxie YeM 4TO-TO MyOJIMKOBATh U MepeaBath y ceOst B 0J0re Wi B
COIIMAJIbHOM CETH;

2. B HacTpoiikax mpoduiisa yCTaHOBU OTPaHWUYEHUS Ha MPOCMOTP TBOETO MPOPUIIS U
€ro COJICPKUMOTO, CHIeNIall €ro TOJIBKO «IJIS IPYy3€iiy;

3. He pa3smemaii u He yka3biBail ”HPOpPMAIIHIO, KOTOpask MOXKET KOro-Tu0o
OCKOPOJIATH MK OOMKATh.

ABTOpPCKOE IPaBO

CoBpeMeHHbIE MIKOJLHUKH — aKTUBHBIC TOJIb30BATENd IU(DPOBOTO MPOCTPAHCTBRA.
OpHako Janeko He BCE 3HAIOT, UYTO IMOJIb30BAHWE MHOTUMH BO3MOKHOCTSIMU IH(POBOTO
MHUpa TpeOyeT COOMI0ACHUS TTPaB Ha MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEUIEKTyalbHass COOCTBEHHOCThY» OTHOCUTCS K Pa3IuYHBIM TBOPECHUSIM
YEeJIOBEYECKOr0 yMa, HauMHas C HOBBIX H300pETEHUH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha TPOAYKTHl W YCIOYyTM , W 3aKaH4MBas KHUTamu, Qortorpadusimu,
KUHO(MUIIbEMAMU U MY3bIKaJIbHBIMU TTPOU3BEICHUSIMH.

ABTOpCKHMe TMpaBa- 3TO I[paBa HAa WHTEIUICKTYyaJIbHYI0 COOCTBEHHOCTH Ha
MPOU3BEACHUS HAyKW, JIUTEPATyphbl U HCKYCCTBA. ABTOPCKHME IpaBa BBICTYNAIOT B
KauecTBe TapaHTHUU TOT0, YTO HMHTEIUICKTYyaJIbHBIN/TBOPUECKUNA TPYJ aBTOpa HE Oyjaer
HaIlpacHbIM, JIaCT €My CIPaBEJIUBbIE BO3MOKHOCTU 3apaboTaTh HA pe3yJibTaTax CBOETO
TpyJla, MOJYyYNUTh U3BECTHOCTh U Npu3HaHue. HUkTo 6€3 paspelieHuss aBTOpa HE MOMKET
BOCIIPOU3BOJIUTh €T0 MPOU3BEJCHUE, PACHPOCTPaHATh, MyOJUYHO JIEMOHCTPUPOBATH,
poJlaBaTh,  HUMIIOPTUPOBATh, MyCKaTb B  MPOKaT, MNYOJIMYHO  HUCIOJHSTD,
MOKa3bIBaTh/UCTIOJNHATH B 3(pupe ninu pazmeniath B MiuTepHere.

Hcnonb3oBaHue «IUPATCKOT0» MPOTPAMMHOIO O0ECIICUEHUS] MOMKET MPUBECTH K
MHOTHM pPHCKaM: OT TIOTEpU MAaHHBIX K TBOUM aKKayHTaM JI0 OJOKHPOBKH TBOETO
YCTPOWCTBA, T/I¢ YCTAaHOBJICHHBIA HE JieTalibHas Iporpamma. He cTouT Takke 3a0bIBaTh,
YTO CYIIECTBYET JIeTaIbHBIE M O€CIUIaTHBIC MPOTPAMMBI, KOTOPHIE MOYKHO HAWTH B CETH.
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